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Should you store passwords
in your browser? http:/www.komando.com

Q. How safe is it to have my browser remember
passwords for sites | visit? Are the passwords
encrypted, or can someone access my account

information easily?

A. This is an excellent question, Lynne. Many people store passwords
in their browsers without thinking about security. And this can put
them at risk for identity theft. Let's take a look at how Firefox and
Internet Explorer handle passwords.

Your saved passwords in Firefox aren't very safe without a master
password. They're stored in a plain text file on your hard drive. Any-
one who sits down at your computer can access the passwords. All it
takes is a few mouse clicks to display a list.

“"But you can beef up security with the Master Password feature. This

will encrypt your passwords. Without the master password, the other
passwords will be inaccessible.

You will need to enter the master password once per browsing ses-
sion. You'll be prompted to enter it before visiting a site for which
you've stored the password.

To enable the Master Password feature, open Firefox. Click
Tools>>Options. Click Security. In the Passwords section, click "Use
a master password."

In the box that opens, enter the password. Then re-enter it to confirm
it. Click OK>>OK. If you forget the password, you won't be able to re-
cover it.

The Master Password feature isn't foolproof. You'll need to remember
to close Firefox when you're done browsing. Otherwise, others can
access your passwords if you've already entered the master.

If you use this feature, delete all your passwords first. Then, enable
the feature and re-enter your passwords. Firefox may only protect
thassoPds eMtdre8 dftel you enable the Master Password feature.
Weemreading for igstrugtiqns on removing stored passwords from
Firefox. Continued on page 4
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Minutes of the meeting September 1, 2009

Al ma Ace’s Treasurer’s report was read and unani

Al Miller missed the meeting due to a short visit to the hospital. However, Al did not get the pain
relieve he was hoping to get. We all are sure he will be back next time.

Backing up a computer’s hard drive completely ha
meetings and in Newsletters, making this the most important task that should be performed on a PC.
That' s why Darrell Manns chose this subject agai
dure on the cl| AGRONIS True priage (Sinee shis Rrggram can run in the back-

ground, there should be no reason not to do it on a regular basis. A validation of the backup is also

an important part of creating a useable backup. Hard drives can go out at the most inopportune mo-

ments, when you least expect them to happen. Not only due to mechanical failure, but a serious vi-

rus infection also can bring a hard drive to its knees. At the same meeting Darrell created a Boot

Disk from which a down computer can be booted from, in order to restore a newly installed hard

drive from the backup. Remember, he who laughs last probably made a backup!

Minutes of the meeting September 8, 2009

Computing and the Internet can be great fun and rewarding in many ways. Member Jonathan Lopez
showed us a dark side to all that. As a task force agent of the Tampa FBI Division he deals daily with
what many parents these days are confronted with, child pornography and child molestation. His
presentation, “lInnocent | mages, Internet Safety
clip showing how easy it is to create a false profile on all the Internet's social network sites, a target
rich environment to communicate with children. He then showed the members how to look out for
symptoms that might indicate that a youngster is in contact with one of those predators and showed
ways and means not only to prevent that from happening, but also ways and means to prevent it.
Surprisingly, not only PCs are used for this type of communication, but most devices capable of
connecting to the Internet can be used for this purpose. Too bad not more members attended the
meeting to become more informed about that subject.

Minutes of the meeting September 15, 2009

Internet-r el at ed questions were scarce this evening a
computer knowledge to help solve general computer problems. Frequent computer freezes for one

member and an Open Office problem for another member. Cookies seemed to be a problem for yet

another member and slow Internet connections using Firefox for another one.

Magic Jack , a device to make phone calls via your PC, is becoming more and more popular and
brought on a brief discussion from members using the device and ones who want to give it a try.

At the end of the meeting, Jerry advised that Email In-and Out Boxes, as well as Saved-and Sent
Boxes, need to be cleaned out frequently. In addition to that...

Parker Monroe and Dick Evans submitted this very interesting part about e-mail petitions

We all get emails containing petitions that ask us to add our names and/or email addresses in order
to help influence others or advance some cause. The following link discusses the futility of signing
such email petitions. The article is endorsed by Snopes, a Web site that devotes itself to debunking
or confirming some of the material that circulates on the Internet.

Point your browser to http://www.snopes.com/inboxer/petition/internet.asp to read Snopes rather de-
tailed analysis



http://gtbpcug.org/baybytes/bbyt0509.pdf
http://www.ugr.com/TrueImage.html
http://www.snopes.com/inboxer/petition/internet.asp

GTBPCUG 3 October 2009
Minutes of the meeting September 22, 2009

Before the general membership meeting, a meeting of the officers and SIG leaders was held with
nearly all present.

After the quorum was established, Al Miller announced that all the officers and SIG leaders will re-
sume their position for 2010, except the membership chair held by Don Miller, who requested to be
replaced. Please, will one member please step forward and fill this position.

Otherwise, nominations will soon be accepted. For details of this position's duties, please contact
Al Miller: almiller@tampabay.rr.com

The board also agreed to leave the membership dues at $12.00 for the coming year and to let the
membership decide whether to have a Christmas party, to be voted on at a coming meeting.
Program chair Sherry Foecking complained of the lack of input from the members not bringing any
requests or recommendations to her attention for presenters to present to our group. She also has
accumulated some computer related items to be raffled off at a coming meeting.

Members Emi and Dick Evans again did a very good job explaining the many features of Picasa3,
the newest free version of Google's picture-editing program. After reviewing a few fundamentals of
photography in general, they again pointed out that the most important point working with digital im-
ages, especially the .jpg format, is to make a copy of the original immediately after uploading from
the camera. One of the reasons for that is because every time a .jpg format is edited it loses image
quality when it is saved again. One other reason is a copy can be deleted after editing failed or can
not be reversed. On several pictures they showed how cropping can enhance a picture by bringing
the point of interest closer to the front by eliminating all the unwanted stuff around it. However, when
cropping for printing, one should keep in mind to crop to the standard sizes, like 4x6 or 5x7 and so
on. A very beautiful and interesting part of their presentation, not only for the artists among us, in-
volved Dick showing the members how to create and work with collages.

Minutes of the meeting September 29, 2009

No meetings on the 5th Tuesday!

Submitted by Dick Evans
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Passwords: continued from page 1

Things are slightly different in Internet Explorer. IE8 encrypts stored passwords. They're not shared
with other user accounts on the machine. Further, IE does not have a feature to reveal your pass-
words.

Of course, your passwords aren't entirely safe in IE. There are software tools that will reveal pass-
words. For example, | have a free download that will do this.

Also, anyone who can access your user account can use your passwords.

Because your passwords aren't entirely safe, I'd take precautions. Let your browser remember your
passwords for most sites. And, if you're using Firefox, enable the Master Password feature.

But use a better password-management program for certain sites. These include banking, social-
networking and e-mail sites. These passwords will be most valuable to criminals. Why would they
want to access your networking and e-mail accounts? Find out in my must-read tip.

| recommend Keepass to remember these passwords. Basically, the program holds all your user
names and passwords in a database. The database is encrypted and requires a password to open.
Unlike the browsers, Keepass eventually times out. If you leave your computer on, others are less
likely to access your passwords.

You can download Keepass from my site for free. | also have handy instructions to get you going
with it.

Keepass will also work from a thumb drive. This is handy if you use multiple computers. You'll find
the portable version of Keepass on my site. Again, it is free.

After you set up Keepass, clear your passwords from your browser. To clear saved passwords from
Firefox, click Tools>>Options. In the Security section, click Saved Passwords. In the box that opens,
click Remove All. Click OK>>0OK.

In IE, click Tools>>Internet Options. Find the Browsing history section on the General tab. Click De-
lete. In the box that opens, make sure Passwords is selected. You can deselect or select other infor-
mation to delete. When you're done, click Delete and then OK.

Speaking of passwords, you want to make sure you're using strong passwords. A strong password
is difficult for others to guess. My must-read tip covers everything you should know about creating a
strong password. It will even help you create one that's a snap to remember!
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Don't be afraid of RSS http://www.komando.com

Q. My son is currently stationed in Iraq. | keep friends and family updated via a mailing list. Right
now, there are about 150 names on it. | often include photos that my son has sent me in the e-mail.
But the photos aren't getting through to everyone. So, I'm looking for more capable software. Can
you recommend a program for sending my messages? Pictures are a must!

A. I'm not sure why the photos aren't making it through to recipients. If you attached them, the at-
tachment may have been stripped. Or, embedded photos may not appear in some e-mail programs.
Generally, it is best to post the photos online and then link to them.

Now, with a list this big, you shouldn't use your regular e-mail program. Instead, you should use a
bulk-mailing program. My helpful tip will get you up and going with bulk mailing software.

But | have a better solution. Don't send e-mail. Instead, start a blog. You don't need to worry about e
-mail making it through. You also won't need to worry about lost photos.

More importantly, you don't need to mess with complicated software. You can just post your photos
and comments to the blog.

| know what you're thinking. You don't want friends and family to have to check for updates. You
want to make sure that they're getting them automatically.

No worries! There is an easy way to alert your subscribers to updates. Enable an RSS feed on your
blog.

RSS stands for Really Simple Syndication. As the name suggests, RSS is easy to use. When you
post something on your blog, the RSS program copies it.

Meanwhile, your subscribers put RSS readers on their computers. The RSS readers go to your site
automatically. Whatever your RSS program has posted is downloaded to their computers. So, you
can have them download your posts and pictures automatically.

Setting up RSS is a snap. Basically, you flip a switch in your blog settings. A small orange icon will
appear on your site. It will also appear in your browser address bar.

There are many sites that will give you a free blog. | recommend Blogger, WordPress or LiveJournal.
Blogger is perhaps the easiest to use. So, I'll tell you how to set up RSS there.

First, you'll need to sign up for your blog. Then, specify basic information like blog name. You should
also choose the layout for your blog. Establishing the blog should only take a few minutes.

Now, open the Settings tab for your blog and click Site Feed. At the top of the page, you'll see a sec-
tion called Allow Blog Feeds. Use the dropdown box to select full. Then, click Save Settings. It's that
simple!

Subscribing to an RSS feed is more difficult than setting one up. Your readers shouldn't have too
much trouble, though. Still, you might want to forward this newsletter to them. It will help them get
going.

First, they'll need an RSS reader. This will pull the posts from your blog. It aggregates them for easy
reading.

The latest version of Outlook has an RSS reader. They can also use Google Reader. But the easiest
way to subscribe to a feed is with a browser. Both Firefox and IE include RSS reading capabilities.

Continued on the next page
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They can also use Google Reader. But the easiest way to subscribe to a feed is with a browser.
Both Firefox and IE include RSS reading capabilities.

| have instructions for subscribing to RSS feeds on my site. It will help readers subscribe via IE, Fire-
fox and Outlook. RSS is most useful when readers follow several sites. That way, they don't have to
jump from site to site. Remember that my Video of the Day site uses RSS!

Finding if an e-mail was sent
Q. An individual appears in my AOL contact list. A mutual friend has e-mailed both of us. | would like
to know whether I've e-mailed this person directly. Can | find that on my computer?

A. There are several ways to do this. However, they're not foolproof.

Start by checking your Sent items folder. You don't have to scroll through all your messages. Use
the search box. Search for an e-mail address, part of an address or name. You can also search the
messages' content.

It is possible to delete sent messages. If the message isn't present, that doesn't mean it wasn't sent.

Now, the person's address appears in your contact list. That should raise a red flag. You probably
have sent this person an e-mail message.

AOL has a feature to add addresses automatically. When you send an e-mail, the address is added
to the list.

Click Mail on the AOL toolbar and select Address Book. Click the Address Book Options drop-down
menu. Click Address Book Settings.

You'll see "Automatically add e-mail addresses to my Address Book." If this is selected, you almost
certainly e-mailed the recipient directly.

Remember, there are two ways to reply to an e-mail. You can click Reply to reply only to the sender
of the original message. Or, click Reply All to reply to other recipients of the message.

So, you may have messaged the recipient directly without realizing it. This could explain the recipi-
ent's presence in your contact list.

These steps may not answer your question. So, | suggest one more option—Google Desktop
Search. This free program makes finding old files a snap! You can download it from my site.

Google Desktop Search indexes the files on your computer. It will discover files that you may not
otherwise find. It is particularly handy for finding e-mail messages and Web pages.

Google Desktop takes quite a while to index a drive. The larger the drive, the longer it takes. Leave
your machine idle when Google Desktop is indexing your drive. | recommend running it over night.

To use Google Desktop, double-click its desktop icon. Enter the person's name. If the e-mail is on
your computer, Google Desktop should find it.

There is a potential problem with Google Desktop. Google Desktop and other desktop search pro-
grams can threaten your security. Learn about their dangers in my must-read tip. Then, learn to
clear out the Google Desktop index, if necessary.

Speaking of AOL, are you paying for AOL services? That's an expense you can cut painlessly. And
you can still get access to AOL's features. Find out what you need to know in my money-saving tip.

Should you leave AOL, you'll have trouble taking your AOL mail along. My handy tip will help you
with this!
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How forwarding e-mails can increase Spam http://www.hoax-slayer.com

A hidden, but non-trivial side effect of forwarding emails is that your email address is likely to be for-
warded along with it and will probably end up in a large number of email in-boxes in diverse regions
of the planet. Once the forwarded email begins its journey from your computer, to the Rest Of The
World, you have absolutely no control over how many times the email gets forwarded and, of
course, how many times your private email address gets forwarded right along with it. Your email
address is likely to end up, not only in the private in-boxes of complete strangers, but also on mailing
lists, news groups, online forums and the hard copy someone printed off to show Great Uncle Vinni.
Sooner or later, it is possible, even probable, that your email address will cross the in-box of your
friendly neighborhood spammer. Spammers must love emails that have been forwarded a number of
times. For them, the dozens of valid addresses that such emails have collected upon their journey
through cyberspace must seem an enticing bonus. This is certainly not the only way that spammers
get hold of email addresses, but | do believe that it is a significant factor. So, what can you do to
minimize the risk of being added to a spammers list via this method?

Well, as a courtesy, you can make sure to remove any existing email addresses from the headers
before forwarding the email. However, this will not stop your email address from escaping into the
wilds of cyberspace.

You could include a polite note at the top of the email asking that recipients "Help Stop Spam:
Please remove email addresses before forwarding". This could be effective, as it would perhaps help
to remind and educate people about the issue. Especially if your little reminder stayed intact and
legible for subsequent forwardings. On the other hand, you couldn't be sure that people would
actually carry out this request.

The method | favor takes a little more time than simply clicking the "Forward" button but is probably
the most effective. If I'm sending on an email that | suspect will "keep on keeping on", | copy the
body of the email, paste it to a new email and send it using a throw-away "secondary" account. If I'm
sending it to multiple recipients, | use the Blind Carbon Copy facility of my email client to further pro-
tect their privacy.

The links below lead to other articles and tutorials about protecting the privacy of your email recipi-
ents:

Using Blind Carbon Copy (BCC) in Outlook Express

Email Security Tip - Forward Responsibly

How to Remove Previous Email Addresses in Email Forwards

A More Elegant Approach to Blind Carbon Copying Article by Brett M. Christensen
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Block inappropriate material http://www.komando.com

Q. I heard you mention that you use OpenDNS at home to stop your son from wandering into bad
places online. You said it can also speed up Web surfing. Can you tell me more about how it works?

A. To understand how OpenDNS works, we need to have a little Internet lesson. Ready?

To locate Web sites, computers use IP numbers. But numbers like 66.210.246.140 are difficult to
memorize. That's where DNS (domain name system) comes in. DNS allows us to use names like
www.komando.com instead of numbers.

Behind the scenes, computers still work with IP numbers. Lists of matching names and numbers are
kept by DNS servers. Enter an address, and your browser requests the matching number from a
DNS server.

This lookup process takes time. DNS servers typically keep only partial lists. Often, one request is
forwarded through several servers. Many are halfway around the globe.

OpenDNS is a free service that accelerates this process. OpenDNS servers keep more complete
lists than other DNS servers. Also, your browser's requests go to the OpenDNS server closest to
you.

You don't have to download anything to use OpenDNS. You simply change settings on your com-
puter. The OpenDNS site includes instructions for changing these settings in Windows. There are
also instructions for those who connect through routers.

You wanted to know about blocking bad sites. OpenDNS keeps an updated list of site types. One
area is phishing sites. If you get fooled into visiting one, OpenDNS will block it.

You can block inappropriate content by simply checking category boxes. So, to block all social-
networking sites, you check that box. Ditto for adult content and file-sharing networks. Of course,
you can also permission sites by name. You manage the sites using the Dashboard in OpenDNS.

You can enable DNS on individual computers. If you have a network, you can apply it to every com-
puter. You make easy changes to your router.

OpenDNS can also protect you from Web address misspellings. Misspelled addresses often lead to
advertisers who profit from accidental visitors. OpenDNS corrects common misspellings on the fly to
deliver the sites you want.

Try it. | have a link to the free download on my site.

Here are other tips you will find helpful:

o Custom HOSTS file is necessary

o Print over the Internet

o0 Check browser history to track surfing
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Antivirus up to Date?
Firewall?
Windows up to date?

Spy Ware?

See how to protect your computer at:
http://gtbpcug.org/protect/

More about Internet Threats

Scan USB devices with AVG automatically to keep Conficker Virus away.

By Sandy Berger http://www.compukiss.com

You may have heard about the recent proliferation of the dreaded Conficker virus. If you are per-
forming the Windows updates regularly, you will not get the virus over the Internet. However, Con-
ficker also spreads by removable portable USB devices. To fully protect your computer, you should
scan every portable device that you plug into your computer. Most antivirus programs can be set to
do this automatically. Here are the instructions for doing this if you use AVG antivirus. If you use
some other program, read these instructions. You antivirus program should have a similar capability
that will probably be accessed in a similar way.

In AVG, all you need to do is change one setting. Here's what you need to do:

Open AVG by double-clicking on the AVG icon on the bottom toolbar or on the screen. Go to Tools ,
choose Advanced Settings - Scans -- Removable Device Scans .

Put a checkmark in the box that says Enable Removable device scan. Leave the other boxes as
checked. Then click on Apply. Click on OK.

You need to do this only once. After you change these settings, whenever you insert a portable USB
memory stick or hard drive, you will see a box pop up which shows that AVG has scanned the port-
able device and gives the results. Most often the scan results appear at the bottom right side of the
screen. It often disappears quickly, so be alert after your insert the memory stick.

If you miss the results, double-click the AVG icon. Click on Computer scanner from the left menu bar
and click on the Scan history button at the bottom of the screen. You will then see the results of the
scan.

Please make sure that AVG says that no infections were found before you click to open any file on
the portable device.


http://www.gtbpcug.org/protect/
http://www.compukiss.com/

GTBPCUG 10 October 2009

Something to look into¢ Accumulated by the editor

http://www.cookstr.com/

For everyone who wants to try out new recipes
need to do just that.

http://www.youtube.com/watch?v=uyw2AxcCIXE&eurl=http%3A%2F %2Fgreen.yahoo.com%
2Fblog%2Fthe conscious consumer%2F88%2Fhow-to-open-clamshell-
packaging.html&feature=player embedded

Everybody has a problem opening a “Clamshell?”
secure, that it takes sometimes the consumer to the edge of frustration. Clicking on that link, this site
shows you a simple way of doing it. Of course,

http://www.footnote.com/

Interested in history? For someone who likes to browse, and has any interest in history, this is the
site to ook into. From the 1700's to the2000"
some surprises in store for you.

http://compnetworking.about.com/od/wifihomenetworking/tp/connectiondrop.htm

Loosing your network connection? About.com has more than one explanation what could have gone
wrong and lots of tips how to check and correct the problem.

http://forums.cnet.com/5208-19411 102-0.html?threadlD=344803&tag=nl.e497
Submitted by Charlie Vanderford

Windows 7 is still not available yet, but it will do no harm to read up on it. This site has a lot to say
what is on its way in just a few weeks (or months).

http://www.nasa.gov/mission pages/shuttle/main/index.html

Any space shuttle mission, including take off and landing is followed by most of us. This site gives
you a more detailed view what it is all about. Not only pictures and video clips are included, but the
page is constantly updated.

One million free e-books online

It's easy enough to find movies and music online. And now, more and more books are available

online, just to read. You find the reader and the books hereatthe Ama z on’ s Kiand | e s
Sony’s .Rekavdeer Google has digitized books on it’
those books are available at no charge.

http://www.geocities.com/startbtn/

For somebody who wants to personalize his or her PC, can start at the START button. This little ap-
plication lets you transform the writing on the START button to anything you like. It is not called
Startbutton Renamer for nothing.

http://www.ntphotodigital.com/

An “al most” | oc al Ngrth Bampa Phdtogmamghy on8uschd8lvd. West. has from
time to time seminars for digital photography and other related photography subjects. The last one
was held on Sept. 5. Sorry!

However, there are plans for “Stwudio L
t I

Photoshop” workshops in October or | a
the mailing list for their newsletter.
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