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Experts Say US Internet Kill Switch
Highly Unlikely

By John Lister www.infopackets.com

Events in Egypt have shown how a citizenry will react when a govern-
ment attempts to shut off local Internet access. Since then, there's been
considerable discussion as to whether this could happen in the U.S., but
experts say that even if such a move were legally possible, it would be
practically unworkable.

Connections between Egyptian computers and the outside world were
cut off for a little over a week, almost certainly under government orders
in an attempt to limit communications between protestors. It led to some
creative responses from the public, ranging from using dial-up connec-
tions to other countries, to spreading messages in person.

US Legislation Back On Table

By a strange coincidence, the events in Egypt came just days after U.S.
senators introduced the Cyber Security and American Cyber Competi-
tiveness Act.

At the moment, the bill is simply a "placeholder” that states the need for
government powers to protect the security of the Internet. However, it's
thought it may be designed to pave the way to bring back some of the
powers contained in a previous attempt at legislation from last year.

That bill would have given the federal government the power to shut
down privately-controlled infrastructure, including elements of the Inter-
fetyly would have allowed officials to do this for 30 days, with an option
of extending it to 120 days; after this, Congress would have to grant
further approval.

i| lit"s aotdbde the authors of last year's bill have criticized the Egyptian gov-

fhfent's actions and stressed their legislation is only designed for situa-
tions where there is a genuine cyber-terrorism security threat.

Continued on the next page
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Opponents say the proposed law doesn't contain enough protections to prevent such abuse.
(Source: washingtonpost.com )

Practical Limitations to Consider

While the original opposition to the U.S. proposals was political, events in Egypt have led critics to
guestion whether such a system would be practically possible. There appear to be three main
obstacles to the U.S. carrying out a total shutdown across the country:

The first is the sheer size of the U.S. Because the Internet is actually made up of multiple networks,
there would be far more individual points that the U.S. government would have to shut down than in

Egypt.
Secondly, some of the physical networks of cables used for Internet services in the U.S. are owned

by foreign countries. That would create substantial legal questions about the government's authority
to close these connections.

Finally, the economic consequences of cutting the cord are immense: in the 21st century, no Internet
effectively means no stock market and severely restricted banking services.

Given that the U.S. is considerably larger and more market-driven than Egypt, even a week without
such facilities seems almost unimaginable. (Source: ibtimes.com )
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March class/meetings reports

3/1/2011

After president Jo Ann opened the class/meeting she asked the members to lend a helping hand
and assist the few who always get stuck with re-arranging the chairs and tables as well as the
hardware used during the presentations. Bob Duarte and Nestor Bonilla volunteered that evening.
Bob Gostischa representing Avast, one of the free anti virus programs, was the presenter for this
evening. His opening remark was that there is no such thing as a safe Web site and stated that 85%
of computer infections come the Internet. For every one virus wiped out by an anti virus program,
100 new ones appear at the same time. Further in his presentation he explained in great detail how
a virus is created and finds its way into a link and the variety of detection methods. Proudly he
stated that Avast is updating its virus definitions every 4 hours. Not soon enough for some PC users,
because it only takes 12 to 20 minutes to infect an unprotected computer when online.

Updating your Anti-virus program is the name of the game.

3/8/2011

Jerry Harris in his Internet SIG asked for a show of hands which of the members using what Operat-
ing System, XP, Vista or Windows 7. Results were almost evenly divided with some members run-
ning all three. Only two members maintain PCs still with windows 98 on them.

The main object that evening was the necessity of creating a restore CD for a newly purchased com-

puter. Since most or al/l PC manufacturer dondot s
up to the new owner to create such software. The
3/15/2011

Darrell Mannsd6 Q&A that evening were mostly abou

the Undo feature in the spreadsheet application. Questions about Outlook could not be addressed,
since the school does not allow to connect to e-mail servers. However, some members familiar with
this not too popular program came forward to assist Darrell with some of the questions.

Outlook can be a very useful addition but there is more than meets the eye.

During part of the class/meeting, Darrell explained and demonstrated the many functions of the very
useful Windows Key.

http://windows.microsoft.com/en-US/windows-vista/Keyboard-shortcuts

3/22/2011

No class/meeting
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Pro-WikiLeaks Hackers Target Security Firm www infopackets.corn

By Brandon Dimmel

A security company investigating cyber attacks by the pro-WikiLeaks group '‘Anonymous' have been
hacked. Anonymous, which has been accused of hacking websites owned by financial institutions
that once supported but have since abandoned their associations with WikiLeaks, boasted of the at-
tack on Twitter.

HBGary Federal is a security research company that has been working with the Federal Bureau of
Investigation (FBI) towards identifying and prosecuting the leaders of Anonymous, an underground
organization of hackers which stand accused of attacking Visa, MasterCard International and Pay-
Pal. All of these firms once accepted donations on behalf of WikiLeaks, but in late 2010 severed
their connection with the controversial organization.

Anonymous: "Today we taught everyone a lesson"

"Today we taught everyone a lesson," reads Anonymous' Twitter tweet, which was posted through
the account of HBGary Federal's CEO, Aaron Barr. "When we actually decide to bite back against
those who try to bring us down, we bite hard." (Source: cnet.com )

The attack on HBGary Federal included a takeover of the security company's main web pages, in-
cluding hbgary.com and hbgaryfederal.com. They were replaced with a page describing the group's
motives, which included the argument that HBGary's investigation in pursuit of Anonymous leaders
had turned up the wrong names.

The attack was probably triggered when Barr told the Financial Times that his company's investiga-
tion had already uncovered the names of two critical Anonymous members in the United States as
well as several other important figures from other nations.

60,000 Emails Swiped, Posted on Pirate Bay

Anonymous didn't stop there, however. It also stole about 60,000 of HBGary's emails, which have
since been posted to Torrent and file-sharing site, Pirate Bay.

The members of Anonymous may not be unknown much longer. According to reports, British police
have arrested five suspects in connection with the December cyber attacks. (Source: google.com )
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MICI’OSOft PatCheS VITUS AU'[ORUI’] EXpIOlt By John Lister www.infopackets.com

Microsoft has finally put the brakes on a feature in Windows XP and Vista designed to automatically run applications
(and virus infections) on a USB drive.

The feature had been open to abuse by virus creators and was blamed for helping the wide spread of the Conficker
virus, which wreaked havoc PCs back in January of 2009. Back then, it was estimated 9 million PCs were infected with
Conficker, which was first discovered only 3 months prior.

Automated Virus Infection as Easy as 1-2-3

The exploit involves two separate technologies: Windows AutoRun, which automatically runs a setup program as soon
as media is inserted into a PC. For example, AutoRun is most commonly used by hardware vendors to aid in the installa-
tion of software drivers. An AutoRun CD would automatically launch the driver installation as soon as the CD was in-
serted into the drive.

The second technology exploited was Windows AutoPlay, which offers the user a list of suggested programs to run when
inserting a disk or USB drive, such as playing music files in a media player.

AutoRun, AutoPlay Manipulated by Hackers

Many users soon learned to disable AutoRun as it was so easily abused. However, virus creators discovered they could
still trick users as the AutoPlay menu also listed any AutoRun options on the disc. Not only did the AutoRun options
appear first in the list, but it was possible to re-title the options to any name of the creator's choice.

This led virus creators to try listing an AutoRun option (which actually installed a virus) to say "Open folder to view files",
which is also a genuine AutoPlay option. That text thus appeared twice on the menu, with its first appearance being
bogus. The resulting confusion was thought by 2009 to be responsible for around one in six cases of a virus spreading to
a new machine.

Windows 7 Tweaks Help

In April that year, Microsoft announced it would heavily limit the AutoRun feature in Windows 7 so that it only appeared
for CDs and DVDs instead of USB drives.

At the time, Microsoft said it would monitor Windows 7 to decide when to make similar changes to XP and Vista.
Four months later, Microsoft offered the option of making the change in the older editions, but only to users that manually
visited the Microsoft site and intentionally downloaded an update.

Windows XP Ten Times More Likely to be Infected

It appears the Windows 7 changes have made a difference.

Microsoft now estimates machines running XP are almost ten times as likely as Windows 7 computers to be infected via
AutoRun. As a result, the company has decided now is the time to make a stronger push for getting XP and Vista users
to install the update. It says the lengthy delay in doing so was designed to give legitimate software developers time to
phase out applications that relied on AutoRun for installation. (Source: technet.com )

The fix, KB971029, is part of the scheduled monthly update that was downloaded to computers this week, but must be
manually selected before it takes effect. In XP, that's done in the "Software, Option" section of Windows Update.
In Vista, it's in the "Important” section of the Windows Update panel. (Source: computerworld.com )



http://www.infopackets.com
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/business/microsoft/2009/20090217_ms_offers_250k_bounty_for_head_of_conficker_worm.htm
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2009/20090120_9m_pcs_infected_with_new_conficker_worm.htm
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://www.infopackets.com/news/security/2011/20110210_microsoft_patches_virus_autorun_exploit.htm##
http://blogs.technet.com/b/mmpc/archive/2011/02/08/breaking-up-the-romance-between-malware-and-autorun.aspx
http://www.computerworld.com/s/article/9208858/Microsoft_cripples_USB_drive_worms_with_new_XP_Vista_update?taxonomyId=82

GTBPCUG 6 April 2011

Antivirus up to date?
Firewall?

Windows up to date?
Spy Ware?

See how to protect your computer at:

http://gtbpcug.org/protect/

More about Internet Threats

Big Security Fixes Coming from Microsoft, Adobe www. infopackets.corn

By Brandon Dimmel

Microsoft plans to release fixes for twelve security bulletins, three of which have been deemed
“critical". Those who don't bother with the update could find themselves vulnerable to  several re-
mote code execution threats.

Flaws in Every Version of Windows Addressed

Arguably, the most serious issue addressed on Tuesday will be a much-needed fix for Microsoft's
Internet Explorer (IE) web browser, which has recently been made vulnerable by a memory flaw in
its CSS function. (Source: mcpmag.com)

The other critical bulletins are related to vulnerabilities in every version of Windows, from Windows
XP to Vista, Server 2008, and Windows 7.

It's not expected Microsoft will have prepared a patch for a recently reported MHTML issue found in
IE and Windows that also affects every version of the popular operating system (OS). A workaround
has been released for that issue, but security experts aren't confident Microsoft has had enough time
to develop a fix.

Fixes Likely Require System Restart

As for the "important” bulletins, they're associated with every version of Windows, as well as several
applications, including Microsoft Office, the Visual Studio development tool, and the Visio apps.

It's expected all of the fixes introduced on Tuesday will require a system restart.

Security experts are referring to this Patch Tuesday as an important bit of "spring cleaning” on the
part of Microsoft, but it's not alone in providing vital fixes this week. Adobe will also be releasing
security updates for its Reader and Acrobat applications on Tuesday. (Source: ghacks.net)
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Tips for Troubleshooting Slow Internet Connections

By Bradley Mitchell, About.com Guide
1. Broadband Router Settings

As the centerpiece of a network, a broadband router* can be responsible for slow Internet connections if con-
figured improperly. For example, the MTU? setting of your router will lead to performance issues if set too high
or too low. Ensure your router's settings are all consistent with the manufacturer's and your Internet Service
Provider (ISP)® recommendations. Carefully record any changes you make to your router's configuration so
that you can undo them later if necessary.

2. Wireless Signal Interference

Wi-Fi* and other types of wireless connections may perform poorly due to signal interference, which requires
computers to continually resend messages to overcome signal issues. Household appliances and even your
neighbors' wireless networks can interfere with your computers. To avoid slow Internet connections due to
signal interference, reposition your router for better performance® and change your Wi-Fi channel number®.

3. Internet Worms

An Internet worm’ is a malicious software program that spreads through computer networks. If any of your
computers are infected by an Internet worm, they may begin spontaneously generating network traffic without
your knowledge, causing your Internet connection to appear slow. Run antivirus software regularly to diag-
nose and remove these worms from your computers.

4. Running Background Applications

Some software applications you install on a computer run in the background, quietly consuming network re-
sources. Unlike worms, these are programs designed to do useful work. Peer to peer (P2P)® programs in par-
ticular can heavily utilize your network and cause connections to appear slow. It's easy to forget these appli-
cations are running. Always check computers for any programs running in the background when troubleshoot-
ing a slow network.

5. Faulty Network Equipment

When routers, modems® or cables fail, they typically won't support connections. Certain technical glitches in
network equipment, however, adversely affect performance even though connections are maintained. To
troubleshoot potentially faulty equipment, temporarily re-arrange and re-configure your gear while experiment-
ing with different configurations. Try bypassing the router, swapping cables and changing network adapters™®
to isolate the slow performance to a specific component of the system.

6. Service Provider Issues

Internet speed ultimately depends on the service provider. Your ISP may change their network's configura-
tion, or suffer technical difficulties, that inadvertently cause your Internet connection to run slow. ISPs may
also intentionally install filters or controls on the network that can lower your performance. Don't hesitate to
contact your service provider if you suspect they are responsible for a slow Internet connection.
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Hard Dl’ive DeStrUCtion By Bob Rankin http://askbobrankin.com

Sounds like a low-budget movie made for geeks, but the topic is serious. When you plan to get rid of an old
hard drive, you really should render it totally inoperable. Tossing a hard drive in the trash, even after reformat-
ting it, can expose all your sensitive data to a clever person, and make you easy prey for identity thieves.

In most cases, using special software designed to completely erase the data on a hard drive is sufficient. See
my related article Completely Erase a Hard Drive for some tips on doing that. But no matter how many times
you reformat, repartition, or overwrite every sector on a hard drive, it may still be possible to recover data
from it - if the drive's magnetic platters will spin. So to destroy a hard drive with complete certainty you need
to destroy the platters. There are right ways and downright dangerous ways to destroy a hard drive.

Subjecting the hard drive to a powerful magnetic field will not do the trick; that doesn't bend the platters out of
shape, it just obscures the data. Nor does microwaving a hard drive do any good. (Microwaving does work on
plastic CDs and DVDs by melting the tiny pits that encode data.) "Death by fire" is a dangerous method; there
are many toxic chemicals in a hard drive that you don't want to inhale.

Tools to Securely Erase Files From a Hard Drive

Mac operating systems come with secure data erasure built in. All you need to do is move folders or files to
the trash can and from the Finder menu select 'Secure Empty Trash'. Windows does not have a secure data
erasure function, but several third-party utilities provide this ability.

Eraser is a free utility for securely erasing data from a Windows hard drive. It works with Windows 95/98, XP,
Windows Server 2003 and 2008, Vista, and Windows 7. Eraser has a simple name but it erases files com-
pletely in several complex ways.

The default erasure method used by Eraser and many other similar programs is called the Guttmann Method
after its inventor, Dan Guttmann. It overwrites data 35 times, ensuring that no one will be able to recover it. Of
course, that takes a very long time. Eraser and other utilities let you schedule a secure data erasure during
hours when you won't be using your computer.

A second, less thorough method is called the US DoD 5220-22.M Method. This is a standard developed by
the U. S. military for securely erasing drives "good enough for government purposes.” It overwrites data
seven times. That will thwart all but the most determined and well-equipped data recovery experts, but it won't
stop the "men in black” from the CIA, the National Security Agency, or those guys from CSI.

Years ago, | remember reading a story about one paranoid guy who lived in fear of the feds busting his door
down and confiscating his computer. He had a strong electromagnet positioned near the computer, so that
when the dreaded midnight raid occurred, he could flip a switch and instantly wipe the hard drives clean. |
wouldn't recommend that method, because forensic tests have shown that electromagnets can leave some
data intact.

I'd like to mention one final method of completely erasing your hard drive, which | have personally found to be
immensely satisfying. It involves physically removing the hard drive from the system unit, and beating it
senseless with a 16-Ib steel sledge hammer. There's always the possibility of shrapnel, so place the drive in a
brown paper grocery bag first, and wear eye protection. When you're finished, you can inspect the carnage
and maybe learn a little something about how hard drives work.
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http://www.microsoft.com/security/online-privacy/phishing-symptoms.aspx

Phishing email messages are designed to steal your identity. They ask for personal data, or direct you to
websites or phone numbers to call where they ask you to provide personal data. A few clues can help you
spot fraudulent email messages or links within them.

http://downloadsquad.switched.com/

One of the more talked-about features in Internet Explorer 9 is the addition of Tracking Protection -- which is a
bit of a re-tooling of IE8's In Private filtering. Now that the IE9 RC is here, Tracking Protection is ready for
you to test. All you need are some lists to subscribe to, and the know-how to plug them in to your browser.

http://techtalk.pcpitstop.com/2010/07/27/6-steps-to-remove-malware-completely/

Today's virus infections are lean and mean. They are designed to strike fast and avoid removal. Many will
block your access to the very sites and programs needed to eradicate them. They've learned where to hide
and how to morph into an unidentifiable form. This site might be of help you.

http://www.allaboutvision.com/over40/segmented.htm

Most of us are using Glasses when in front of a computer monitor. Age might have something to do with that.
This link is very informative all about vision and eye glasses.

http://www.worldwidetelescope.org/Home.aspx

For the amateur astronomers among us this is the newest edition on the WEB to explore the universe.
There are minimum requirements on your computer necessary for viewing this site. PCs running Win7 should
have no problem.

http://zamzar.com/

With new file extensions created constantly, opening some files can become frustrating. Any problem in this
respect, try this site and see if it can be of any help.

http://yourfonts.com

Make Your Own Handwriting Fonts - Free Preview. YourFonts.com is an online font generator that allows you
to create your own OpenType fonts within a couple of minutes. Go make your own handwriting as a font.
Could be fun.

http://www.win7news.net/NGUJON/110303-Vista-SP1-Support

If you still have computers running Windows Vista, now is the time to make sure they're updated to SP2 - or
better, just go ahead and upgrade them to Windows 7. Microsoft will be ending support for Vista SP1 in July,
and that means no more security patches for the OS.

http://www.teachparentstech.orqg/

A website created by Google that offers more than 50 two-minute videos with step-by-step instructions on
everything from how to cut and paste copy to creating a blog. The site is set up so "kids" can e-mail a tech
support "care package" to their parents 8 or anyone else. Just go to the site and click on the topics that have
got users stymied. The selected videos will be e-mailed to the recipients.

The videos have received more than 1 million views since the December launch of the site.
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Picked up at the Florida State Fair 2011. Editor

Some Material appearing in this newsletter had been sent to the editor by:

Parker Monroe, Kyle Chastain, Darrell Manns, Ray Davis and Charlie Vanderford,
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